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Abstract of the contribution: solutions for KI 2
1. Introduction

This paper proposes a solution for KI #2: 5GC awareness of URSP enforcement.

2. Proposal

This paper proposes mechanisms for 5GS awareness of URSP enforcement for specific application traffic, and also mechanisms and actions if 5GC find out UE does not enforce URSP rule. 

* Start of change * 

6.X Solution #X: URSP enforcement via PDU Session authorization/authentication when UE associating with application
6.X.1
Description

This solution addresses Key Issue #2 5GC awareness of URSP enforcement.

Currently for every newly detected application, the UE evaluates the URSP rules to select a Route Selection Descriptor. UE determines to reuse an existing PDU Session or establish a new PDU Session to associate the application, depending on whether an existing PDU Session matches all components in the selected Route Selection Descriptor or not.

However, 5GC is not aware of which URSP rule the UE matches, and what application the UE detects. To resolve the key issue, a PDU Session authorization/authentication when UE detecting and associating with application is introduced to verify whether the UE should route the specific application traffic to the PDU session or not.

After UE evaluates the URSP rules to select a Route Selection Descriptor for newly detected application, if UE determines to initiates a PDU Session Establishment, the UE indicates the Rule Precedence of URSP rule it uses for the request to the network, and the application identity. 
Editor's note: User consent is needed for application identity reporting and the detailed descriptions and procedures of user consent is FFS.
The SMF may trigger a PDU Session Establishment authentication/authorization procedure with the DN-AAA Server without involving the UPF if the DN-AAA Server is located in the 5GC and reachable directly. If UE determines to reuse the existing PDU Session for the newly detected application, UE shall initiate a PDU Session Establishment Request and includes the Rule Precedence of URSP rule and application identity. The SMF may trigger the PDU Session establishment authentication/authorization procedure with the DN-AAA Server. DN-AAA Server confirms the successful authentication/authorization of the PDU Session for the specific application. The SMF shall reuse the existing PDU Session and accept the PDU Session Establishment, without establish a new PDU session.
NOTE1: Application identity is the subscription identity of Network Slice Customer (NSC), and able to map to the DN-AAA server.
Further, the PCF for SM policy control, when receiving the Rule Precedence of URSP rule transferred by the SMF, can retrieve the content of the URSP rule identified by the Rule Precedence from the PCF for AM policy control, and then check if the requested S-NSSAI and DNN requested by the UE matches with the components of the Route Selection Descriptors of the URSP rule, and generate the policy for the session management e.g. allow the application traffic identified by the corresponding Traffic descriptor of the URSP rule.
6.X.2
Procedures


[image: image1.emf]UE SMF PCF DN

1.PDU session Establishment Request (Rule 

Precedence, APP identity)

2.Authentication/Authorization Request

5.Authentication/Authorization Response

6. Npef_SMPolicyControl_Create/Update 

Request(Rule Precedence)

7.Policy 

decision

8. Npef_SMPolicyControl_Create/Update Response

10.PDU session Establishment Accept

9.PCC 

enforcement

3.NAS Authentication Request Message (APP 

identity)

4.NAS Authentication Response Message



Figure 6.X.2-1: PDU Session Establishment/Modification Procedure for URSP enforcement
During the PDU Session Establishment procedure, UE includes Rule Precedence of URSP rule and application identity in SM NAS request message.

SMF may trigger the PDU Session establishment authentication/authorization directly with DN-AAA Server.
DN-AAA Server sends an Authentication/Authorization message towards UE including application identity.

Transfer of DN Request Container information received from UE towards the DN-AAA.
The DN-AAA Server confirms the successful authentication/authorization of the PDU Session associating with the application.
Within the Npcf_SMPolicyControl_Create/Update request message, SMF provide the Rule Precedence to the PCF.

Upon receiving the Rule Precedence of URSP rule, the PCF can retrieve the content of the corresponding URSP rule directly or from the UDR. Based on the received URSP rule, the PCF checks whether the UE associated the correct PDU Session according to the Route Selection Descriptior of the URSP rule. If the PDU Session is associated correctly, the PCF can make policy decision by generating PCC rule(s). If the PDU Session is associated incorrectly, the PCF may reject the request message from SMF.

The PCF provides the generated PCC rule(s) to the SMF.

The SMF enforces the received PCC rule(s) by providing corresponding N4 rule(s) to the UPF, thus the traffic can be transferred via this PDU Session.

The SMF responds to the UE with PDU Session Establishment Accept message, which may contain QoS rule(s) corresponding to the received PCC rule(s).
6.X.3
Impacts on services, entities and interfaces
The solution has impacts in the following entities:

UE:

-
Needs to support the reporting of Rule Precedence and application identity in PDU Session Establishment request.

-
Needs to support secondary Authentication/Authorization based on the application identity.

-
Needs to support to initiate a PDU session Establishment request if UE determines to reuse the existing PDU Session for the newly detected application after UE evaluates the URSP rules to select a Route Selection Descriptor.

SMF:
-
Needs to support procedures for transferring of Rule Precedence to the PCF.

-
Needs to support procedures for transferring of application identity to the DN-AAA Server in Authentication/Authorization Request in PDU session establishment procedure.
PCF:

-
Needs to support procedures for querying the content of the URSP rule based on received Rule Precedence of URSP rule.
-
Needs to generate the policy for the session management based on the URSP rule, and reject the transmission of application traffic if not matching with the Traffic descriptor of the URSP.

* End of changes * 
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